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31 | Network od Network Administrator. The Network Administrator should be able to perform
Administrator the following:

e Configuration, troubleshooting and management of different IP Routing
Protocols (BGP, OSPF and IS-IS), Switching Protocols, MPLS L2 & L3
VPN in NTTN Service Provider Network.

e Configuring CISCO Router, Switch & firewall device.

Completely responsible for Network and Data Security Systems.

e Should have strong knowledge on network security, configuration &
implementation.

e Monitor Network resource utilization, trending, capacity planning and

updating network equipment to the latest firmware releases and ensure

maximum uptime.

Plan and execute disaster recovery strategy.

Secure website and other hosted applications.

Troubleshoot internet bandwidth and routing issues.

Ensure end user network related support as per requirement.

Co-operate with auditor/other IT compliance body to ensure the

standards.

Initialize procurement of necessary IT products & sourcing them.

Lead and manage IT inventory and IT policy of BGB Data Center.

Attend meeting with ISP providers and accessory providers.

Train team members on new technology, system, policies, procedures etc.

He/she will manage hardware, internet connectivity implementation,

training activities, and other duties in coordination with IT Directorate.

e He/she will help preparing the tender materials and conducting the
tendering process with technical details.

e He/She should have understanding ISO 27001, PCI DSS standards

e Advanced Certification in CISCO, Linux, MikroTik router management
are preferred.

21 | System o) System Administrator. The System Administrator should be able to perform
Administrator the following:

e Research, plan and design an enterprise environment with appropriate
hardware, operating systems, applications, and communication components
to support business requirements.

e Analyze and recommend both hardware and software requirements for
existing and future implemented services.

e Coordinate with external vendors for the acquisition and maintenance of
information technology hardware and software.

e Install, configure, test, document, administrate, maintain, integrate and
support different infrastructure systems including but not limited to
different Hardware (Servers, Storage, RAID settings, etc.), Virtualization
systems, Operating systems (Windows/Linux based), Application servers,
Backup and recovery systems along with servers’ Endpoint protection.

e Identify and set the configuration items for different systems and verify
their completeness & correctness.

e Manage the ability to continue providing a pre-determined & agreed level
of IT services.

e Develop and administrate backup, archive & restore processes for different
systems and data according to IT policy of BGB Data Center. Besides
monitoring the backup logs and testing restorations processes regularly.

e Monitor and assess the utilization and performance of different services and
infrastructure systems (Hardware and software) regularly to ensure their
effectiveness using monitoring tools or manually.

e Ensure the availability, continuity and security of various systems and
monitoring different logs.

e Develop and document operational procedures.

e Manage change requests & determine the need to perform a system change
whenever needed through standard procedures.

e Regular maintenance of servers through the installation of software updates
and upgrades, along with hardware replacements and expansions.

e Analyze and resolve different systems issues using diagnostic software
and/or technical troubleshooting processes.

e Communicate with external vendors for support requests.

e Perform different hardware migrations or hardware physical reallocation
for the IT infrastructure systems.

e Good understanding about Data Center Management, power, cooling,
safety requirements

e Advanced storage management capacity.

Has understanding ISO 27001, PCI DSS standards

Advanced Certification in Microsoft, Linux, Data Center preferred..
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